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Abstract

TheWbrld-Wide Web consistsot only of informational,
but also computationalresouces. However, thesere-
souices, especiallycomputationalonesare underutilized.
Onecharacteristicof theWebis its ever changingstructuee;
for instance nodesare dynamicallyaddedand remwed.
Thismalesit difficult, if notimpossibleto drawa complete
and accumate picture of available resouces. We consider
theWebasa versionedsystemresouces,servicesandpro-
tocolsare versioned. This paperpresentsa two-level pro-
tocol within this framevork. Thefirst protocol, the WOS
RequesProtocol(WOSRP)allowsto selectan appropriate
versionof a server Thesecondrotocol,the WOSProtocol
(WOSP) allowsfor locatingandusingthesedistributed(in-
formationaland computational)esouces. We showhow
the latter protocol provides an efficient fault-tolerant re-
sourceseach medianism.

1. Intr oduction

With therapid developmentof new forms andconcepts
of networkedandmobilecomputingjt is increasinglyclear
thatoperatingsystemsnustevolve sothatall machinesn a
givennetwork canappeato be controlledby the sameop-
eratingsystem.As aresult,the world-wide interconnected
networks, commonlycalledthe Internetor the Web, could
potentiallybe supportecandmanagedy a hugevirtual op-
eratingsystem[11]. Thetransparenuseof heterogeneous
networksof computersrasbeenpartiallyaddresseah work
on metacomputing?, 3, 7], whoseobjectvesareto trans-
form anetwork into onesinglecomputersystem However,
metacomputingonceptsionotapplyto theWebasawhole
becausehereis no completecatalogueof all availablere-
sourcesaandabove all, sucha cataloguss infeasible given
thehighly dynamicanddistributednatureof the Weh

To reapthe potential of the Web, mechanismsre re-
quiredto locateanduseavailable,suitableresourcesHow-
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ever, thesemechanismshouldconsiderthe following re-
guirements

e nocompletecataloguenf resourcess available,

e resourcesvailableareversionede.g.,mary versions
of IATEX exist),

¢ WOSprotocolsandresourcesnayalsobeversioned.

In this paper a two-level protocolis discussedo fulfill
theserequirements A protocolallowing theselectiorof an
appropriateversionof WOS resourcesthe WOS Request
Protocol(WOSRP),is detailedin Section4. Anotherpro-
tocol,the WOS Protocol(WOSP),is specifiedn Sections.
This protocolallows to locateandusedistributedresources
overthe Weh In the WOS, thereis no distinctionbetween
‘client’ and’sener’. In whatfollows,to simplify the defini-
tions,we will neverthelessise:

e theterm’WOSclient’ whenreferringto a WOS node
requestingesources,

e theterm’'WOSsener’ to denotea WOS hodeserving
arequesfor resources.

We also illustrate how the WOSP may be usedto lo-
cateresourcessuchasservicesmachinesegtc.,in a fault-
tolerantmanner(Sect.6). We startwith a brief introduction
to theconceptof aWOSin the next sectionfollowedby a
discussiorontheneedfor atwo-level protocolin Section3.

2.Conceptsof aWebOperating System(WOS)

TheWeb Operating System{WOS™) [5] is avirtual op-
eratingsystemthat supportsand managedglistributed/par-
allel processingn the Internet. The WOS is a versioned
system,in which differentversionsnot capableof dealing
with a particularrequestor service,thenpassit onto an-
otherversionascurrentlydonefor pacletrouting. General-
ized softwareconfigurationtechniquesbasedn a demand
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driventechniquecallededuction[10] arebeingdeveloped,
that can be usedto defineversionsof a WOS to be built
in anincrementamanner Softwareandhardware(descrip-
tion) repositoriespr warehousewyill providethenecessary
componentsor fulfilling aservicerequestedThekernelof
aWOSis a generalkeductie enginerespondingo requests
from usersor othereductive enginesandfulfilling thesere-
guestausingits warehouses.

TheWOSthenworksin thefollowing mannerA request
maybeplacedby auserto runaparticulamprogramor to ini-
tiate someservice. The programsor servicesmight be lo-
catedat differentsitesof the network. The eductve engine
may thendecidewhetherit is capableof dealingwith the
requestbor whetherit will passit overto someothereduc-
tive engineuntil finally one engineacceptsresponsibility
for therequest.Onceall theresourcegprogramsservices,
hardware) becomeavailable, then the programis run and
therequestedervicefulfilled.

Thereare numerousprojectscurrently underway deal-
ing with similar problemsasthe WOS. Computemetwork
exploitation approachessuchas PVM, MPI, Legion [8],
CORBA [9], requirelogin privilegesand a global catalog
of resourcesasopposedo the WOSwhich usedistributed
warehousedOtherapproachesncluding: Atlas[2], Char
lotte [3], and ParaV\eb [7] createa metacomputingnfras-
tructurefor large networks to enableparallel executionof
applications.The approactproposedby WebFlowv [6] ex-
ploitsthe Internetfor parallelexecutionof programs.

The approacheglosestto the WOS are SuperVéb [1]
andWebOS[4, 13]. In Super\Vib, clientssubmitrequests
to servicebrokerswhich dispatchtherequestso theappro-
priate seners. The model proposedncludessecurity as-
pectsaswell asa simpleeconomianodelof resourcenan-
agement.Contrarilyto the WOS, senersandclientsmust
registerwith the broker. This impliesthatthe broker man-
agesa completecatalogof resources.This approachmay
beinterestingoveranottoolargenetwork, but would prove
impracticalover alarge globalnetwork.

WebOS[4, 13] is oneattemptto easilyaccesgeograph-
ically distributedresources.Specifically it dealswith the
useof CPU, RAM, anddisk spaceof resourcescattered
acrossthe Internet. The approachadoptedin that project
is a transpositiorof classicaloperatingsystemsproblems
to thereality of the Internet. The WebOSsystemprovides
solutionsto thefollowing problems

e l|ocalizationof distributedresourcesisingSmartClient
andSmartProxies,

e permanenstorageusingWebFS,
e remoteprocessontrol,

e authentificatiorandsecurityusingCRISIS.

Thesolutionsproposedarehighly coupledto thenodes’op-
eratingsystem. For instance WebFSextendsthe Solaris
OS.We canalsopoint outthata global catalogof available
resourcess necessaryin thecaseof SmartClientanapplet
mustbe downloadedrom a known locationto find the best
availableresource.In the caseof SmartProxiesthe client
needgo explicitly know the locationof the SmartProxy

3. Rationale for a Two-Level Communication
Protocol

As mentionedbefore,the WOS is a versionedsystem.
In addition,no global catalogueof resourcess availablein
theWeh Thusall methodausedby theWOSmustbebased
onthe existenceof decentralizedvarehouseasintroduced
in [5]. Furthermoreasdescribedn [12], we supposehat
thereis a non-fixed numberof suchwarehousegontain-
ing reference$o machinesvhich potentiallycanexecutea
servicein a specificareaof the Weh Therefore,search-
ing for ary information implies contactingnearbyware-
houseslf thenecessarynformationcannotbe foundthere,
otherwarehousefurtheraway mustbe contacted At least
onewarehousenustgive a positive answerto terminatethe
searchandinitiate the servicerequested.This searchpro-
cesss appliedattwo levels:

e At the sener level : the WOS senersareversioned.
A searclprocesshouldoccurto identify senerssup-
portingthe sameWQOSversionsastheclient;

e At theresourcdevel: otherresourcesnayalsobever
sioned.Again,asearctproceswill identify resources
fulfilling theclient'srequirements.

A singleprotocolis notsufficientto handlebothcasesA
suitableversionof theWOSsenermustbeidentifiedbefore
ary resourcemay be accessedRemembethateachclient
alsomanages warehouse.This warehouselso contains
informationon available WOS seners andtheir versions.
Onceasuitableversionandseneris identified,aricherlan-
guageis neededo requestkervices.

Hencewe have definedwo protocols. WOSRPto iden-
tify suitableWOS seners,andWOSPto submitservicere-
guestsWe presentheseawo protocolsin thefollowing sec-
tions.

4. WOS RequestProtocol (WOSRP)

WOSRPIis an application-leel protocol which is as-
sumedto be usedover IP networks. The rationalebehind
WOSRPIis to provide mechanismg$or WOS nodesto ex-
changenformationaboutWOSPversionsthey support. It
is alsousedto obtaininformationaboutotherWOS nodes
thatunderstandgpecificWOSPversions.
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WOSRPhasto be simpleandflexible. Any versionof
WOSRPshouldbefully downwardscompatible.This way,
asopposedo theotherapproachementioneckarlier ama-
chinewishingto join the network of WOS seners(WOS-
Net) maydo sowithoutworrying about:

e whichversionof WOSRPit understands;
e having to gainprior knowledgeof otherWOS seners;

e ary administratve overhead.

Remote Networks

Local Network
Ty : Initially, a message is broadcast to-ma
chines in the current Local Network.

T, : In the case where no local host responds
to the initial request, a message is
broadcast to hosts located in the next
network level.

Figure 1. WOSRP Information Retrieval Strat-
egy
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Figure 2. WOS Server Initialization Mecha-
nism

Figures1 and 2 illustrate how a WOS node may use
WOSRPto obtaininformationaboutotherWOSseners. At
first, a WOS nodewill broadcash requesto all machines
in its immediatevicinity. Any WOSsenerableto providea
positve answemwill respondln thiscasemoredetailedre-
guestanay be submittedto thoseWOS seners.Otherwise,
the WOS nodebroadcasts requesto all the machinesat
the next network level, andso on (seeFig. 1). All there-
sponsesecevedareusedto populatethe WOS nodeware-
house which is at first emptywhenthe WOS nodeenters

WOSNet. Rejistrationto WOSNetis implicit. The only
requiremenhecessaris thatthe WOS subsystentasbeen
previouslyinstalled(daemonplug-in, etc.).

WOSRPusesa “pull” philosophy wherea WOS node
requestsnformationfrom othernodesn its vicinity. These
messagesnay be lost without ary disruption of service.
Furthermore WOS nodesmay decideto propagatehese
messagew othersites.Eventually repliesmaybereturned
to thenodewhich madethe original request.

Thesecharacteristicgall for a datagramprotocol (see
Fig. 3). Requestsentdo not needto be acknavledged.
Eventually repliesmay be receved and processedy the
requestinghodeasthey arrive. The requestinghodeuses
therepliesto instantiatdts warehouse.
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Figure 3. Version Requests and Replies with
WOSRP

A WOSnodemay*“speak”a certainversionof theWOS
protocol,which meanghatit caninteractwith othernodes
usingthatversion.A WOSnodemayalso“know” acertain
versionof the WOS protocol, which meansthat evenif it
cannotinteractusingthatversion,it canrefera WOS node
to othernodeswhich might have thatcapability

WOSRPrequestsallow a nodeto questionothernodes
abouttheir knowledgelevel (“speak”or “know”) for a spe-
cific WOSprotocolversionor for all theversionghey speak
or know.

Repliesareself-containedThey indicatethe knowledge
level (“speak”or “know”), the IP addressandport number
of a WOS nodewhich hasthe specifiedknowledgelevel,
anda WOS Protocolversionnumber Eachmessagenly



containsoneversionnumber Thisallows for verylong ver-
sionnumbersyhichareencodedisingadistributedversion
nameregistry, similarto the DNS architecture.

WOSRPalsosenesto establishthe communicatiorbe-
tweena WOS client and a WOS sener (seeFig. 4). A
WOSP messaganay be encapsulateih a WOSRP mes-
sage. This way, a genericsener may receve all the re-
guestsand selectthe appropriateversionto procesghem.
TheWOSProtocolmessagenaybeof ary length. An EOT
markeris usedto indicatethatthe dataends.It mayalsobe
includedwithin thedataby writing it twice; in otherwords,
the ECT is alsotheescapeharacter
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Figure 4. Connection Requests With WOSRP

5. The WOS Protocol (WOSP)

Section3 discussedhe needfor atwo-level Protocolap-
proach.We havedescribedhefirstlevelin theprevioussec-
tion, introducingWWOSRPWe will now specifythesecond-
level protocol,the WOS Protocol(WOSP),which is used
for all interactiondbetweenWOS seners.We alsodescribe
aprototypeparseirfor WOSP

5.1 Specificationof WOSP

WOSPallowsthreetypescommandgseeFig.5):

1. Setupcommandsareusedto changeheexecutionpa-
rametersof a WOS node. For instance,a requesting
nodemay requirethatthe executionbe completecat a
certaintime.

2. Executioncommandsallow a WOS client to usere-
sourcesfrom anothernode. A WOS client, for in-
stancemay senda commando corvert sometext to
HTML.

3. Query commandsare usedby a WOS client to in-
terrogateanotherWOS nodes warehouse. For in-

stance,a node might ask anothernodeif it supports
thet ext ToHt M command.

<WOSP> ::= <requests> | <replies>

<requests> ::= *[ <setup command> ]*
*[ [ <execution command> | <query command> ] ]*

<setup conmand> ::= '@ setup_conmand_name ' CR-LF
*[ <parameter> ]* *[ <netadata> ]*

<execution command> ::= '!' execution_command_name ' CR-LF
*[ <parameter> ]* *[ <netadata> ]*

<query command> ::='?' query_conmand_nane ' CR-LF
*[ <parameter> ]* *[ <netadata> ]*
<paraneter> ::='/*'
*[ data 'CRLF ]* '*/’

par anet er _name ' CR-LF
'CR-LF

<netadata> ::= '#*' netadata_name 'CR LF
*[ data 'OR-LF ]* '*# 'CRLF

<replies> ::= "K' 'CRLF
"CR-LF ::= carriage-return |line-feed
<any>_name ::= +[ [ letters | digits | underscore | dash | period ] ]+
data ::=[ "*" [ ['\" CR-LF| ('/", "#, carriage-return, line-feed) ]
*[ ['\" CRLF| (carriage-return, line-feed)] ]* |
e #E]
*[ [ "\" carriage-return, line-feed |
(carriage-return, line-feed) ] ]* ]
| [ '\" CRLF| ('*', carriage-return, line-feed) ]
*[ ['\" CRLF|(carriage-return, line-feed)] ]1* ]

Figure 5. Specification of the WOSP

CommunicationgreconnectionlessiA nodesendsare-
guestto anothemode. Thatnodeprocessethe commands
and sendsthe resultsbackto the requestinghode. In the
currentstateof WOSR repliesremainto be specified.

For eachtype of command,optional parametersand
metadatanay be transmitted.Note thatthe commandpa-
rameteyandmetadataetsarenot specified.The parameter
and metadatavaluesare encapsulateth specialcharacter
sequences* and*/ , for parametersand#* and* #, for
metadata.

In theparameteor metadatdields,linesendwith these-
guencecarriage-return/line-feed new line maynotbegin
by */ nor*#. If suchisthecaseanextra* is placedatthe
beginningof theline ( emcharactestufing). Furthermore,
a\ attheendof aline is aline continuatiorcharacter

5.2 A WOSP Parser Prototype

A simpleparsemwasdeveloped.It implements
o thesyntaxspecifiedabove;

e asetof sampleservicesto testthe capabilitiesof the
languagespecified.

In favor of fastprototyping,we have relied on existing
communicatiormeango transmitmessagebetweenWVOS
seners;messageareencapsulateh X.400messageshen
transmittecoverthe Internet.

Oneof theservicesmplementecembedASCII text into
anHTML frame.A sampleNOSPmessageequestinghat
servicehasthefollowing pattern:



!'text ToH m

/*text

The nane of the parameter is ‘‘text’’.

A line may be continued by using the “*\'’
just before a CR-LF sequence.

**# is just the sequence ‘'‘*# ', while **# is the sequence ‘‘**# .
**/ is just the sequence ‘‘*/'', while **/ is the sequence ‘‘**/'".
Character stuffing only occurs at the beginning of a line !

*/

character\

Thet ext ToHt m servicetakesthe contentof parame-
tert ext andembedst in betweercbody> and</ body>
HTML commandsAs aresult,the servicecreatesfile on
the sener’s disk and sendsthe URL of the newly created
documento theWOSclient.

6. Fault-Tolerancein WOSP

In [12], we have studiedapproacheto efficiently locate
resourcesn WOSNet. The approaciretainedsearchegor
resource®n WOS senersusingmultiple sequentiakearch
chains. Thesechainsare createdon demandby the WOS
client, usinginformationstoredin its localwarehouseThe
useof thesechainsis illustratedin Figure6.

Service Requesting Machine

— Resource location request ---—

@ Warehouse in the Network

Possible successfusesp
Figure 6. Sequential Search Chains

For the searchto be effective, eachmachinein every
chain must be reached,until either all the WOS seners
in eachchain have beenvisited or a WOS sener ableto
supply the resourcesequiredhasbeenfound. This calls
for afault-tolerantapproacto overcomenetwork or sener
breakdevns. Only two typesof failuresmayoccur:

1. the network breaksdown or timesout while the mes-
sageis beingtransmitted;

2. aWOSsener cannotsene therequestfterreceving
it.

node node node node
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3
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MSG : WOSPrequest
RACK : reception acknowledgment
TACK : termination acknowledgment

Figure 7. Locating Resources in WOSNet

To overcometheseproblemswe suggesthe useof two
types of acknavledgmentmessages. The first acknawl-
edgmentthereceptioracknowledgmenfRACK), confirms
properreceptionof the messagéy the next machinen the
chain. The secondacknavledgment,the terminationac-
knowledgmen{TACK), indicatesthat eitherall the WOS
senersin thechainwerevisitedor a suitablecandidatevas
found,asshawn in Figure?.

Nodei eventuallyrecevesarequesfromnodei—1. The
requesttontains(1) informationaboutthe resourcedeing
lookedup, (2) thelist of WOS senersin the currentchain,
and(3) theaddres®f theWOS clientinitiating therequest.
Nodes first sendsa RACK beforeatime-outof lengtht ex-
piresonnode: — 1. Node: thencheckswvhetherit canpro-
videtherequestedesourcesln theaffirmative, it repliesto
theWOSclientandsendsa TACK to nodei — 1. Otherwise,
thesearclkcontinuesn the samemannetto thenext nodein
thelist. Assumingthe chaincontainsn WOS seners,the
TACK mustreachnodei — 1 beforea time-outof length
(n—i-2)+ W) - t expires. At noden — 1, the
length of that time-outis 0; in this case,the WOS sener
assumea TACK onreceving the RACK.

If any time-outoccursat nodes, node: terminateshe
chainfrom nodesi + 1 to n andrestartdt with nodei + 2.
If thetime-outoccursatnoden — 1, thesearchn thatchain
is simply terminated.

Many factorsmayplay arolefor decidingwhetheror not
anodecansupplytherequestedesources:

o stratgjiesandpoliciesfor sharingthenodesresources
over WOSNet;

e currentworkload;

¢ WOSclientsrequirements.
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7. Future Work

Sofar, we have setup an experimentalervironmentto
testthe WOS conceptsandsolutions.In orderto bring the
WOS to an operationalevel, work on following taskshas
beeninitiated:

e Transformationof communicationlinks from X.400
message® TCP/IPsystencalls;

e Separatiorof the WOSP parserfrom the WOS ser
vices;

e Creationof theeductie engine;
e Implementatiorof alargernumberof services;
e Specificatiorof the WOSPversionspace;

e Developmentof versionmanagemenapproacheand
techniques.
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