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Abstract

TheWorld-Wide Webconsistsnot only of informational,
but also computationalresources. However, these re-
sources,especiallycomputationalonesare underutilized.
Onecharacteristicof theWebis its everchangingstructure;
for instance, nodesare dynamicallyaddedand removed.
Thismakesit difficult, if not impossible, to drawa complete
and accurate picture of available resources. We consider
theWebasa versionedsystem:resources,servicesandpro-
tocolsare versioned.Thispaperpresentsa two-level pro-
tocol within this framework. Thefirst protocol, the WOS
RequestProtocol(WOSRP),allowsto selectanappropriate
versionof a server. Thesecondprotocol,theWOSProtocol
(WOSP),allowsfor locatingandusingthesedistributed(in-
formationaland computational)resources. We showhow
the latter protocol providesan efficient fault-tolerant re-
sourcesearch mechanism.

1. Intr oduction

With therapiddevelopmentof new formsandconcepts
of networkedandmobilecomputing,it is increasinglyclear
thatoperatingsystemsmustevolvesothatall machinesin a
givennetwork canappearto becontrolledby thesameop-
eratingsystem.As a result,theworld-wideinterconnected
networks,commonlycalledthe Internetor theWeb,could
potentiallybesupportedandmanagedby ahugevirtual op-
eratingsystem[11]. The transparentuseof heterogeneous
networksof computershasbeenpartiallyaddressedin work
on metacomputing[2, 3, 7], whoseobjectivesareto trans-
form anetwork into onesinglecomputersystem.However,
metacomputingconceptsdonotapplyto theWebasawhole
becausethereis no completecatalogueof all availablere-
sourcesandabove all, sucha catalogueis infeasible,given
thehighly dynamicanddistributednatureof theWeb.

To reapthe potentialof the Web, mechanismsare re-
quiredto locateanduseavailable,suitableresources.How-

ever, thesemechanismsshouldconsiderthe following re-
quirements:

� nocompletecatalogueof resourcesis available,

� resourcesavailableareversioned(e.g.,many versions
of LATEX exist),

� WOSprotocolsandresourcesmayalsobeversioned.

In this paper, a two-level protocolis discussedto fulfill
theserequirements: A protocolallowing theselectionof an
appropriateversionof WOS resources,the WOS Request
Protocol(WOSRP),is detailedin Section4. Anotherpro-
tocol, theWOSProtocol(WOSP),is specifiedin Section5.
Thisprotocolallowsto locateandusedistributedresources
over theWeb. In theWOS,thereis no distinctionbetween
’client’ and’server’. In whatfollows,to simplify thedefini-
tions,wewill neverthelessuse:

� theterm’WOSclient’ whenreferringto a WOSnode
requestingresources,

� theterm’WOSserver’ to denotea WOSnodeserving
a requestfor resources.

We also illustrate how the WOSPmay be usedto lo-
cateresources,suchasservices,machines,etc., in a fault-
tolerantmanner(Sect.6). Westartwith abrief introduction
to theconceptsof a WOSin thenext sectionfollowedby a
discussionontheneedfor atwo-level protocolin Section3.

2.Conceptsof aWebOperating System(WOS)

TheWebOperatingSystem(WOSTM) [5] is avirtual op-
eratingsystemthat supportsandmanagesdistributed/par-
allel processingon the Internet. The WOS is a versioned
system,in which differentversionsnot capableof dealing
with a particularrequestfor service,thenpassit on to an-
otherversion,ascurrentlydonefor packetrouting.General-
izedsoftwareconfigurationtechniques,basedon a demand
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driventechniquecallededuction[10] arebeingdeveloped,
that can be usedto defineversionsof a WOS to be built
in anincrementalmanner. Softwareandhardware(descrip-
tion) repositories,or warehouses,will providethenecessary
componentsfor fulfilling aservicerequested.Thekernelof
a WOSis a generaleductiveenginerespondingto requests
from usersor othereductiveenginesandfulfilling thesere-
questsusingits warehouses.

TheWOSthenworksin thefollowingmanner. A request
maybeplacedbyauserto runaparticularprogramor to ini-
tiatesomeservice.Theprogramsor servicesmight be lo-
catedat differentsitesof thenetwork. Theeductiveengine
may thendecidewhetherit is capableof dealingwith the
requestor whetherit will passit over to someothereduc-
tive engineuntil finally one engineacceptsresponsibility
for therequest.Onceall theresources(programs,services,
hardware)becomeavailable, then the programis run and
therequestedservicefulfilled.

Therearenumerousprojectscurrentlyunderway deal-
ing with similar problemsastheWOS.Computernetwork
exploitation approaches,suchas PVM, MPI, Legion [8],
CORBA [9], requirelogin privilegesanda global catalog
of resources,asopposedto theWOSwhichusesdistributed
warehouses.Otherapproaches,including: Atlas [2], Char-
lotte [3], andParaWeb [7] createa metacomputinginfras-
tructurefor large networks to enableparallelexecutionof
applications.The approachproposedby WebFlow [6] ex-
ploits theInternetfor parallelexecutionof programs.

The approachesclosestto the WOS are SuperWeb [1]
andWebOS[4, 13]. In SuperWeb,clientssubmitrequests
to servicebrokerswhichdispatchtherequeststo theappro-
priateservers. The model proposedincludessecurityas-
pectsaswell asa simpleeconomicmodelof resourceman-
agement.Contrarily to theWOS,serversandclientsmust
registerwith thebroker. This implies that thebroker man-
agesa completecatalogof resources.This approachmay
beinterestingoveranot too largenetwork,but wouldprove
impracticalovera largeglobalnetwork.

WebOS[4, 13] is oneattemptto easilyaccessgeograph-
ically distributedresources.Specifically, it dealswith the
useof CPU, RAM, and disk spaceof resourcesscattered
acrossthe Internet. The approachadoptedin that project
is a transpositionof classicaloperatingsystemsproblems
to the reality of the Internet. TheWebOSsystemprovides
solutionsto thefollowing problems:

� localizationof distributedresourcesusingSmartClient
andSmartProxies,

� permanentstorageusingWebFS,

� remoteprocesscontrol,

� authentificationandsecurityusingCRISIS.

Thesolutionsproposedarehighly coupledto thenodes’op-
eratingsystem. For instance,WebFSextendsthe Solaris
OS.We canalsopointout thata globalcatalogof available
resourcesis necessary. In thecaseof SmartClient,anapplet
mustbedownloadedfrom a known locationto find thebest
availableresource.In the caseof SmartProxies,the client
needsto explicitly know thelocationof theSmartProxy.

3. Rationale for a Two-Level Communication
Protocol

As mentionedbefore,the WOS is a versionedsystem.
In addition,no globalcatalogueof resourcesis availablein
theWeb. Thusall methodsusedby theWOSmustbebased
on theexistenceof decentralizedwarehousesasintroduced
in [5]. Furthermore,asdescribedin [12], we supposethat
thereis a non-fixed numberof suchwarehousescontain-
ing referencesto machineswhich potentiallycanexecutea
servicein a specificareaof the Web. Therefore,search-
ing for any information implies contactingnearbyware-
houses.If thenecessaryinformationcannotbefoundthere,
otherwarehousesfurtheraway mustbecontacted.At least
onewarehousemustgiveapositiveanswerto terminatethe
searchandinitiate the servicerequested.This searchpro-
cessis appliedat two levels:

� At the server level : the WOS serversareversioned.
A searchprocessshouldoccurto identify serverssup-
portingthesameWOSversionsastheclient;

� At theresourcelevel : otherresourcesmayalsobever-
sioned.Again,asearchprocesswill identify resources
fulfilling theclient’s requirements.

A singleprotocolis notsufficientto handlebothcases.A
suitableversionof theWOSservermustbeidentifiedbefore
any resourcemaybeaccessed.Rememberthateachclient
alsomanagesa warehouse.This warehousealsocontains
informationon availableWOS serversand their versions.
Onceasuitableversionandserveris identified,aricherlan-
guageis neededto requestservices.

Hence,wehavedefinedtwo protocols: WOSRPto iden-
tify suitableWOSservers,andWOSPto submitservicere-
quests.Wepresentthesetwo protocolsin thefollowing sec-
tions.

4. WOSRequestProtocol (WOSRP)

WOSRPis an application-level protocol which is as-
sumedto be usedover IP networks. The rationalebehind
WOSRPis to provide mechanismsfor WOS nodesto ex-
changeinformationaboutWOSPversionsthey support. It
is alsousedto obtaininformationaboutotherWOS nodes
thatunderstandspecificWOSPversions.
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WOSRPhasto be simpleandflexible. Any versionof
WOSRPshouldbefully downwardscompatible.This way,
asopposedto theotherapproachesmentionedearlier, ama-
chinewishing to join the network of WOS servers(WOS-
Net)maydosowithoutworryingabout:

� whichversionof WOSRPit understands;

� having to gainprior knowledgeof otherWOSservers;

� any administrativeoverhead.

WOS
�
Node
�

Local Network

Remote Networks
�

T1

T2

T2 :	In the case where no local host responds 
to the initial request, a message is 
�
broadcast to hosts located in the next 
�
network level.�

T1 :	 Initially, a message is broadcast to ma-
chines in the current Local Network.	

Figure 1. WOSRP Information Retrie val Strat-
egy
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Figure 2. WOS Server Initialization Mecha-
nism

Figures1 and 2 illustrate how a WOS node may use
WOSRPtoobtaininformationaboutotherWOSservers.At
first, a WOSnodewill broadcasta requestto all machines
in its immediatevicinity. Any WOSserverableto providea
positiveanswerwill respond.In thiscase,moredetailedre-
questsmaybesubmittedto thoseWOSservers.Otherwise,
the WOS nodebroadcastsa requestto all the machinesat
the next network level, andso on (seeFig. 1). All the re-
sponsesreceivedareusedto populatetheWOSnodeware-
house,which is at first emptywhenthe WOS nodeenters

WOSNet. Registrationto WOSNetis implicit. The only
requirementnecessaryis thattheWOSsubsystemhasbeen
previously installed(daemon,plug-in,etc.).

WOSRPusesa “pull” philosophy, wherea WOS node
requestsinformationfrom othernodesin its vicinity. These
messagesmay be lost without any disruptionof service.
Furthermore,WOS nodesmay decideto propagatethese
messagesto othersites.Eventually, repliesmaybereturned
to thenodewhichmadetheoriginal request.

Thesecharacteristicscall for a datagramprotocol (see
Fig. 3). Requestssentdo not needto be acknowledged.
Eventually, repliesmay be received andprocessedby the
requestingnodeas they arrive. The requestingnodeuses
therepliesto instantiateits warehouse.

01

Requests (=00)
specific (=0) / many (=1) (1 bit)

spoken (=0) / known (=1) (1 bit)

hopcount (16 bits ; 2 Bytes)

Version ID
(3840 bits ; 480 Bytes ; 15 X 32 Bytes)

32 Bytes

32 Bytes

Version ID
(3840 bits ; 480 Bytes ; 15 X 32 Bytes)

IP address  (128 bits ; 16 Bytes)

port (16 bits ; 2 Bytes)

Replies (=01)
speaks (=0) / knows (=1) (3 bits)

15 lines
1 line

15 lines
1 line

00

Figure 3. Version Requests and Replies with
WOSRP

A WOSnodemay“speak”acertainversionof theWOS
protocol,which meansthat it caninteractwith othernodes
usingthatversion.A WOSnodemayalso“know” acertain
versionof the WOS protocol,which meansthat even if it
cannotinteractusingthatversion,it canrefera WOSnode
to othernodeswhichmighthave thatcapability.

WOSRPrequestsallow a nodeto questionothernodes
abouttheir knowledgelevel (“speak”or “know”) for a spe-
cific WOSprotocolversionor for all theversionsthey speak
or know.

Repliesareself-contained.They indicatetheknowledge
level (“speak”or “know”), theIP addressandport number
of a WOS nodewhich hasthe specifiedknowledgelevel,
anda WOS Protocolversionnumber. Eachmessageonly



containsoneversionnumber. Thisallowsfor verylongver-
sionnumbers,whichareencodedusingadistributedversion
nameregistry, similar to theDNSarchitecture.

WOSRPalsoservesto establishthecommunicationbe-
tweena WOS client and a WOS server (seeFig. 4). A
WOSPmessagemay be encapsulatedin a WOSRPmes-
sage. This way, a genericserver may receive all the re-
questsandselectthe appropriateversionto processthem.
TheWOSProtocolmessagemaybeof any length.An EOT
marker is usedto indicatethatthedataends.It mayalsobe
includedwithin thedataby writing it twice; in otherwords,
theEOT is alsotheescapecharacter.

15 lines

header (16 lines)

header (512 Bytes) data (any size)
1 line

11

Version ID
(3840 bits ; 480 Bytes ; 15 X 32 Bytes)

IP address  (128 bits ; 16 Bytes)

port (16 bits ; 2 Bytes)

1 Byte

Connection (=11)

32 Bytes

E
O

T

Figure 4. Connection Requests With WOSRP

5. The WOSProtocol (WOSP)

Section3 discussedtheneedfor a two-level Protocolap-
proach.Wehavedescribedthefirst level in theprevioussec-
tion, introducingWOSRP. Wewill now specifythesecond-
level protocol, the WOS Protocol(WOSP),which is used
for all interactionsbetweenWOSservers.We alsodescribe
aprototypeparserfor WOSP.

5.1. Specificationof WOSP

WOSPallowsthreetypescommands(seeFig.5):

1. Setupcommandsareusedto changetheexecutionpa-
rametersof a WOS node. For instance,a requesting
nodemayrequirethattheexecutionbecompletedata
certaintime.

2. Executioncommandsallow a WOS client to usere-
sourcesfrom anothernode. A WOS client, for in-
stance,may senda commandto convert sometext to
HTML.

3. Query commandsare usedby a WOS client to in-
terrogateanotherWOS node’s warehouse. For in-

stance,a nodemight ask anothernodeif it supports
thetextToHtml command.

<WOSP> ::= <requests> | <replies>

<requests> ::= *[ <setup command> ]*
*[ [ <execution command> | <query command> ] ]*

<setup command> ::= ’@’ setup_command_name ’CR-LF’
*[ <parameter> ]* *[ <metadata> ]*

<execution command> ::= ’!’ execution_command_name ’CR-LF’
*[ <parameter> ]* *[ <metadata> ]*

<query command> ::= ’?’ query_command_name ’CR-LF’
*[ <parameter> ]* *[ <metadata> ]*

<parameter> ::= ’/*’ parameter_name ’CR-LF’
*[ data ’CR-LF’ ]* ’*/’ ’CR-LF’

<metadata> ::= ’#*’ metadata_name ’CR-LF’
*[ data ’CR-LF’ ]* ’*#’ ’CR-LF’

<replies> ::= ’OK’ ’CR-LF’

’CR-LF’ ::= carriage-return line-feed

<any>_name ::= +[ [ letters | digits | underscore | dash | period ] ]+

data ::= [ ’*’ [ [’\’ CR-LF | (’/’, ’#’, carriage-return, line-feed) ]
*[ [’\’ CR-LF | (carriage-return, line-feed)] ]* |
’*’ [’/’,’#’]
*[ [ ’\’ carriage-return, line-feed |

(carriage-return, line-feed) ] ]* ]
| [ ’\’ CR-LF | (’*’, carriage-return, line-feed) ]
*[ [’\’ CR-LF|(carriage-return, line-feed)] ]* ]

Figure 5. Specification of the WOSP

Communicationsareconnectionless.A nodesendsa re-
questto anothernode.Thatnodeprocessesthecommands
andsendsthe resultsback to the requestingnode. In the
currentstateof WOSP, repliesremainto bespecified.

For each type of command,optional parametersand
metadatamaybetransmitted.Note that thecommand,pa-
rameter, andmetadatasetsarenotspecified.Theparameter
andmetadatavaluesareencapsulatedin specialcharacter
sequences,/* and*/, for parameters,and#* and*#, for
metadata.

In theparameteror metadatafields,linesendwith these-
quencecarriage-return/line-feed.A new line maynotbegin
by*/ nor*#. If suchis thecase,anextra* is placedat the
beginningof theline ( emcharacterstuffing). Furthermore,
a � at theendof a line is a line continuationcharacter.

5.2. A WOSPParser Prototype

A simpleparserwasdeveloped.It implements:
� thesyntaxspecifiedabove;
� a setof sampleservicesto test the capabilitiesof the

languagespecified.

In favor of fastprototyping,we have relied on existing
communicationmeansto transmitmessagesbetweenWOS
servers;messagesareencapsulatedin X.400messages,then
transmittedover theInternet.

Oneof theservicesimplementedembedsASCII text into
anHTML frame.A sampleWOSPmessagerequestingthat
servicehasthefollowing pattern:



!textToHtml

/*text
The name of the parameter is ‘‘text’’.
A line may be continued by using the ‘‘\’’ character\
just before a CR-LF sequence.
**# is just the sequence ‘‘*#’’, while **# is the sequence ‘‘**#’’.
**/ is just the sequence ‘‘*/’’, while **/ is the sequence ‘‘**/’’.
Character stuffing only occurs at the beginning of a line !
*/

ThetextToHtml servicetakesthecontentof parame-
tertext andembedsit in between<body> and</body>
HTML commands.As a result,theservicecreatesa file on
the server’s disk andsendsthe URL of the newly created
documentto theWOSclient.

6. Fault-Tolerancein WOSP

In [12], we have studiedapproachesto efficiently locate
resourcesin WOSNet. Theapproachretainedsearchesfor
resourceson WOSserversusingmultiplesequentialsearch
chains. Thesechainsarecreatedon demandby the WOS
client,usinginformationstoredin its local warehouse.The
useof thesechainsis illustratedin Figure6.
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For the searchto be effective, eachmachinein every
chain must be reached,until either all the WOS servers
in eachchain have beenvisited or a WOS server able to
supply the resourcesrequiredhasbeenfound. This calls
for a fault-tolerantapproachto overcomenetwork or server
breakdowns.Only two typesof failuresmayoccur:

1. thenetwork breaksdown or timesout while themes-
sageis beingtransmitted;

2. a WOSserver cannotserve therequestafter receiving
it.

).
t 

 
((

n–
i–

2)
+(n

–i
–2

)2

  
  

  
n

).
t 

 
((

n–
i–

1)
+(n

–i
–1

)2

  
  

  
n

node
i–1

node�
i

node
n� –1

node
n�

t

t

t

M
�

SG

M
�

SG

M
�

SG

M
�

SG

TA
�

CK
�

R
�

A
�

CK
�

R
�

ACK
�

TACK
�

RA
�

CK
�

TACK
� RA

�
CK
�

MSG	:	WOSP
 

 request
RACK	:	reception acknowledgment
TACK	:	termination acknowledgment

Figure 7. Locating Resour ces in WOSNet

To overcometheseproblems,we suggesttheuseof two
types of acknowledgmentmessages.The first acknowl-
edgment,thereceptionacknowledgment(RACK), confirms
properreceptionof themessageby thenext machinein the
chain. The secondacknowledgment,the terminationac-
knowledgment(TACK), indicatesthat eitherall the WOS
serversin thechainwerevisitedor asuitablecandidatewas
found,asshown in Figure7.

Node! eventuallyreceivesarequestfromnode!#"%$ . The
requestcontains(1) informationaboutthe resourcesbeing
lookedup, (2) thelist of WOSserversin thecurrentchain,
and(3) theaddressof theWOSclient initiating therequest.
Node ! first sendsaRACK beforea time-outof length & ex-
piresonnode!'"($ . Node ! thencheckswhetherit canpro-
vide therequestedresources.In theaffirmative,it repliesto
theWOSclientandsendsaTACK to node!)"*$ . Otherwise,
thesearchcontinuesin thesamemannerto thenext nodein
the list. Assumingthe chaincontains+ WOS servers,the
TACK mustreachnode !,"-$ beforea time-outof length./. +0"1!2"436587:9<;>=@?A=@BDCFE; 5,G)& expires. At node +H"I$ , the
lengthof that time-out is J ; in this case,the WOS server
assumesa TACK onreceiving theRACK.

If any time-outoccursat node ! , node ! terminatesthe
chainfrom nodes!K7I$ to + andrestartsit with node!'7(3 .
If thetime-outoccursatnode+L"0$ , thesearchin thatchain
is simply terminated.

Many factorsmayplayarolefor decidingwhetheror not
anodecansupplytherequestedresources:
� strategiesandpoliciesfor sharingthenode’sresources

overWOSNet;

� currentworkload;

� WOSclientsrequirements.
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7. Future Work

So far, we have setup an experimentalenvironmentto
testtheWOSconceptsandsolutions.In orderto bring the
WOS to an operationallevel, work on following taskshas
beeninitiated:

� Transformationof communicationlinks from X.400
messagesto TCP/IPsystemcalls;

� Separationof the WOSPparserfrom the WOS ser-
vices;

� Creationof theeductiveengine;

� Implementationof a largernumberof services;

� Specificationof theWOSPversionspace;

� Developmentof versionmanagementapproachesand
techniques.
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